International Learning Collaborative (ILC)
Privacy Policy

1. Purpose

a. The purpose of this policy is to support the International Learning Collaborative’s (ILC) commitment to
the protection of the privacy of individuals’ personal information, by stating the ways in which the ILC
may collect, store, use, manage and protect personal information.

The ILC’s commitment is as follows:
i To apply best practice to the protection of individuals’ privacy by:

¢ upholding the Australian Privacy Principles (APPs) as set out in the Privacy Act 1988 (Cth) (though
neither this Act nor any State privacy legislation actually binds the ILC), and

* applying the same processes and thresholds to data breaches as if it were bound by the Privacy Act.

ii. To comply with the requirements of Regulation EU (2016/679)—General Data Protection Regulation
(GDPR) in respect of individuals located in the European Union (including the European Economic
Area).

2. Scope

This policy is relevant to any individual who discloses personal information to the ILC, whether they are a part
of the ILC community or any member of the public worldwide.

i If you do not agree with any part of this policy, we recommend that you do not provide your personal
information to us. However, our ability to provide services to you may be affected if you do not
provide us with your personal information, or if you withdraw any consent we are legally required to
have in order to process the personal information you have given us.

ii. This policy applies to all members of the ILC community who access, use, or deal with personal
information, or handle questions or complaints about personal information, in the course of their ILC-
related activities.

3. Definitions

Personal information means information or an opinion about an identified individual, or an individual
who is reasonably identifiable, whether the information or opinion is true or
not, and whether the information or opinion is recorded in a material form or
not, or as otherwise defined by applicable data protection laws

Sensitive information Any personal information that is about a person’s

health, health treatment, or other medical needs
race, ethnicity or religion

professional or political affiliations and memberships
criminal record

sexuality

disability status
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7. religious or philosophical beliefs
8. trade union membership, or
9. genetic or biometric data.

ILC community For the purposes of this policy, ILC community includes:

1. members of the ILC

employees and exchange staff

3. contractors and consultants performing work on ILC’s sites or on behalf
of the ILC

4. volunteers with the ILC

N

we (us, our, ours) International Learning Collaborative (ILC)

you (your, yours) Any individual who discloses personal information to the ILC

Management The Management Committee of the ILC Inc. established under the Constitution.
Committee

4. Kinds of personal information

We might collect and hold different personal information depending upon how an individual interacts with us.
For example:

i If you access our website, we may collect information about how you have used our website; or
ii. If you contact us for any reason, we may collect your name, address, email address, phone number or
contact details.

We may also collect information about:
i your demographic

ii. your participation in special interest groups
iii. your employment status and employer

iv. your preferences or opinions

V. your transactions with us

Vi. your bank account details and financial records with us
vii. your tax file number
viii. your records of donations

ix. your photograph or video recording
X. your contact details

Xi. the frequency of your enquiries
Xii. your location
xiii. your employment status, professional history and reference check information
Xiv. the technology you use to access our services
XV. how and when you use our services, and
XVi. sensitiveinformation.

5. Collecting personal information

a. We may collect personal information:

i directly from you (e.g., when we contact you, when you contact us, when you register as a member,
when you visit us or when we visit your premises, or when you participate in a research project,
complete a survey or enter a competition)

ii. from third parties whom you have authorised to provide us with information
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Vi.

from third parties who provide services to us or organisations of which we are a member,

from publicly available sources, such as public web pages and published databases

from audio and video recordings in public locations and other spaces identified as being subject to
recording devices, or

where generated by us in the course of our business activities

We do not collect or retain sensitive information, unless it is supplied by you, you consent to its collection and
the information is reasonably necessary for our business or activities. By supplying us with sensitive
information, you consent to our use of that information in any of the ways and for any of the purposes
described in this policy.

6. Holding and securing personal information

a. We store your personal information in both hard copy format and digitally, on site and also
with several third party providers. All hard copy material is secured using locked filing
cabinets or office security. All digital material is secured using file access controls.

b. We use digital data storage providers located inside Australia

C. We have agreements with our digital data storage providers to ensure the protection of
personal information they store. Arrangements with these providers are reviewed and
assessed periodically. Additional requirements apply in respect of individuals located in the
European Union, as described in section 11.

d. We only keep your personal information for as long as it is required for the purpose for
which it was collected or as otherwise required by law. If we no longer need to hold your
personal information for any reason, we will take reasonable steps to de-identify or destroy
that information. These steps may vary depending on the nature of the information, the way
it was collected and how it was stored.

7. Reasons for collecting, holding, using and disclosing personal
information

a. We may collect, use and disclose personal information for a number of purposes, including:

Vi.

vii.

viii.

Xi.
Xii.
Xiii.
Xiv.
XV.
XVi.

providing you with goods or services, including processing payments

providing you with information about our goods or services

developing or refining our services, including for analysing, understanding and optimizing learning
and educational outcomes

internal business and administrative purposes (such as training staff, risk management; developing
and marketing products and services, undertaking planning, research and statistical analysis)
providing you with marketing material and communicating with you generally

providing information to prospective, current and former members and applicants about the ILC's
courses, activities and programs

better understanding your needs, including by engaging with you about membership and providing
you with information about any educational, recreational or support services, resources or programs
that may be of interest to you

tailoring our marketing, services, promotions, philanthropic activities, and other operations for you
member retention initiatives

assessing your application for a role with us and taking references

organising external activities related to your membership

reporting to Government agencies as required by law or Government policy

for your visa or immigration application and associated reporting obligations

for performance review and assessment purposes

for the investigation of a complaint or allegation made by or against you

responding to, investigating and managing inquiries, complaints, feedback and claims
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XVii. responding to legitimate inquiries from government agencies, including law enforcement agencies,
upon request
xviii. corporate governance, auditing and record keeping, or
XiX. any other reason disclosed to you at the time of collection.

b. If we collect personal information from you, we may:

i use and disclose that information, including to a third party, for any of the purposes outlined in
section 7.a. This may include transferring your personal information to an overseas recipient as
described in section 6.b.

ii. store that information in accordance with this policy

iii. pass that information amongst entities we work with

iv. disclose that information to third parties who provide products or services to us (including our
accountants, auditors, lawyers, IT contractors, advertising and marketing providers, education
providers, and other service providers)

V. pass that information to your home or host institution overseas, if you are involved in a mobility,
exchange, cross-institutional or joint program
Vi. provide that information to third parties as required by law and to law enforcement agencies upon
receipt of an official request
vii. publish photographs of you that have been taken in the course of a University activity for
informational, marketing and promotional purposes, or
viii. ask you from time to time to confirm that the information is accurate, up-to-date, complete and
relevant.

Our use of personal information may extend beyond these uses, but will be restricted to purposes that we
consider to be related to our functions and activities.

8. Direct marketing

We may use your personal information to identify a product or service that you may be interested in or to
contact you about an event or important initiative. We may use your phone number, email address or mailing
address to contact you from time to time to tell you about products or service offerings that we believe may
be of interest to you.

You can withdraw your consent to receiving direct marketing communications from us at any time by
unsubscribing from the mailing list, by contacting us at the details at the end of this policy, or by using the opt
out mechanism in our direct marketing communications.

9. European Union — additional provisions

In addition to the protections given to you under this policy, if you are an individual located in the European
Union (EU) (including the European Economic Area (EEA) and we offer or provide our products or services to
you, your personal information will be subject to Regulation EU (2016/679)— General Data Protection
Regulation (GDPR) and the following provisions apply.

ILC is the data controller for the purposes of processing your personal information.
Our Privacy Officer (see section 12) is our Data Protection Officer for the purposes of the GDPR.
Legal grounds for processing: We rely on the following legal grounds to process your personal information:

i contract performance —we may collect and process your personal information to enter into a contract
with you or to perform our obligations under a contract to which you are a party
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ii. if it is necessary to pursue our legitimate interests and does not override your rights and interests —
this is the usual basis on which we carry out our business for the purposes set out above and includes
when we carry out research, conduct direct marketing or otherwise communicate with you

iii. with your consent — where required, we will only use your personal information for the purposes for
which you have given your valid or explicit consent. For instance, we need your consent to collect and
use your sensitive information or to send you direct marketing, and

iv. to comply with laws that apply to us including exercising our rights —we may use and process your
personal information where we are legally required to do so.

Transfer of information outside Europe: If we or our service providers or one of our controlled entities
transfers your personal information outside the European Union or onwards to a third country from Australia,
we will ensure that it is protected and transferred in a manner consistent with the GDPR. We will do this by:

i sending it to a recipient in a country approved by the European Commission as having an adequate
level of protection for personal information, or

ii. sending it to a recipient which has signed a contract, based on standard “model contractual clauses”
approved by the European Commission, requiring it to protect your personal information, or

iii. sending it to a recipient located in the US, if they are a certified member of the EU-US Privacy Shield
scheme or another valid scheme, or

iv. obtaining your explicit and informed consent to the proposed transfer.

V. Time we retain your personal information for: We retain your personal information for as long as
necessary to provide our services and products that you have requested, comply with our legal
obligations, resolve disputes, and enforce our rights and policies.

Vi. Your additional rights and choices: In addition to the above, an individual located in the European
Union has the following rights:

i Erasure: You can ask us to erase your personal information without undue delay in certain
circumstances such as if you withdraw your consent and we otherwise have no legal reason
to retain it.

ii. Restrictions of processing: You can object to, and ask us to restrict, our processing of your
personal information in certain circumstances, such as while we verify your assertion the
information is inaccurate or if we are processing your information for our legitimate interests
or for direct marketing purposes (we may be legally entitled to refuse that request).

iii. Data portability: You can, in some circumstances such as where we are processing your
information with your consent, receive some personal information you have given us in a
structured, commonly used and machine-readable format and/or ask us to transmit it to
someone else if technically possible feasible.

iv. Right to object: You can withdraw your consent (but we may be able to continue processing
without your consent if there is another legitimate reason to do so).
V. Right to complain: You can lodge a complaint with the relevant European data protection
authority if you think that any of your rights have been infringed by us.
vii. If we refuse any request you make in relation to your personal information rights, we will write to you

to explain why and how you can make a complaint about our decision.

10. Accessing or correcting personal information

1. In most cases you can gain access to your personal information held by us.

2.  You may request access or correction to the personal information that we hold about you by
contacting admin@ilccare.org

3.  We will respond to your access or correction request within 30 days.

4. An administrative fee may be charged to cover our costs in providing you with access to your personal
information. This fee will be explained to you before it is incurred.

5. If we deny your access or correction request, we will provide you with reasons.

6. If we refuse to correct your personal information, you can ask us to attach a statement to it stating
that you believe the information is incorrect and why.
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7. In some cases, you may be asked to submit a formal application under the Freedom of Information
Act 1991 (SA) in order for us to process your request.

11. Questions or complaints

The ILC Privacy Officer is responsible for promoting awareness of this policy and for ensuring we comply with
this policy and any applicable laws about the protection of personal information.

If you have a question or complaint about how we have handled your personal information, you can raise it
with us at any time by:

i e-mailing admin@ilccare.org
ii. writing to us via post to: Privacy Officer

ILC Inc.
43 Margaret Ave
NORTH BRIGHTON SA 5048

We take all questions and complaints seriously and will acknowledge receipt of your question or complaint, in
writing, within 10 working days and will investigate and respond to you within 30 days.

If you aren’t satisfied with the way we have handled your matter, you may request a review in accordance
with the ILC Management Committee.

12. Changes to this policy

This policy is current as at the Approval Date shown below. It may be amended in light of new laws and
technology, changes to our operations and practices, and changes in the business environment. The most up
to date version of this policy is always posted on our website.

Approval Date: 1°t February 2023

International Learning Collaborative (ILC) Inc. Privacy Policy Page 6 of 6



	1. Purpose
	2. Scope
	3. Definitions
	4. Kinds of personal information
	5. Collecting personal information
	6. Holding and securing personal information
	7. Reasons for collecting, holding, using and disclosing personal information
	8. Direct marketing
	9. European Union – additional provisions
	10. Accessing or correcting personal information
	11. Questions or complaints
	12. Changes to this policy
	Approval Date: 1st February 2023


